
THIS BOOKLET DESCRIBES four common scenarios 
addressing issues of online harassment, exploitation, 
and abuse that happen to people online, and tells 
you about the laws that might apply in each case. If 
you or someone you know is experiencing something 
similar to any of these scenarios, help is available.

 

UNDERSTANDING CANADIAN LAW  
ABOUT ISSUES OF ONLINE HARASSMENT,  

EXPLOITATION, AND ABUSE

This booklet provides general information about the law in British Columbia. It is not 

meant to give you legal advice on your specific problem. Because each person’s case 

is different, you may need to get legal help (for example, you may need to speak to a 

lawyer). If you are looking for help, we have included a list of resources on the back page.

WE KNOW THE INTERNET IS AN AMAZING RESOURCE.  
It lets us connect, communicate, learn, play, and create. 
But it also has its dark side. Some people use the Internet 
to harass, exploit or abuse other people. Often, they 
target people they perceive as “different,” or who are extra 
vulnerable in some way. For example, LGBTQ folks, people 
with disabilities, racialized people, and women and girls 
are at particular risk of being harassed and bullied online.

Everyone has the right to be safe online. Knowing how to 
recognize illegal behaviour on the Internet, and knowing 
what you can do about it, can help you make the Internet 
a safer place for yourself and the people around you.
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My ex-boyfriend is threatening to post a sex 
video we made together unless I meet alone 
with him. I’m frightened. What are my rights?

REVENGE PORN

WHAT IS AN 
“INTIMATE IMAGE”? 
The law defines an 
“intimate image” as 
one that shows a 
person exposing their 
breasts, genitals, or 
anal region, or depicts 
them engaged 
in explicit sexual 
activity (meaning 
acts involving nudity 
or intimate sexual 
activity, but not 
including things like 
touching or kissing).

“Revenge porn” describes when someone posts an “intimate image” 
online without the consent of the person depicted in the image. It’s a 
tactic sometimes used by ex-partners to get back at the person who  
left the relationship.

WHAT THE LAW SAYS 

If this scenario involves a person under 18, child pornography laws 
apply. See the next page for more information. 

For people over 18, there is currently no specific law that makes this 
illegal (though this may change in the near futurea). However, some 
laws in the Criminal Code can be applied, depending on the situation.

•	 Criminal harassment includes repeatedly communicating with 
someone — including by text, email or chat, in a way that causes 
them to fear for their safety (either physical or psychological), or 
the safety of someone they know. Threatening conduct towards 
someone or their family is also a form of criminal harassment. 
It is a criminal offence to engage in behavior that you know is 
harassing to someone, especially if you don’t stop when you are 
asked to.

•	 Uttering threats and intimidation charges are also possible for 
revenge porn offences.

•	 The offence of extortion could apply if someone is threatening  
to distribute an “intimate image” or embarrassing photo of you 
in order to get you to do something you don’t want to do.

aIf Bill C-13 becomes law, it will make it a crime to share an intimate image of 

someone without the consent of the person depicted for people of all ages.



SEXTING &  
CHILD PORNOGRAPHY

WHAT YOU CAN DO

•	 You can go to the police. They have 
victim services workers who may be able 
to support you.

•	 You can go to a community-based 
organization that offers victim support 
services. See the back page of this 
booklet for some options.

•	 You could also consider suing in civil court for 
invasion of privacy, defamation, or intentional 
infliction of mental suffering. However, bringing a 
claim in civil court is never easy. The process can 
be slow and very expensive, and there’s no legal 
aid to help with these kinds of cases. See the Legal 
Resources section on the back page for some 
sources of free legal advice.

If you are under 18 and you take or share a naked or “sexually 

explicit” image of yourself or someone else who is under 18 

(sometimes referred to as “sexting”), you could be charged with a 

child pornography offence. 

According to the law, it doesn’t matter if the person in the image 

agreed to be photographed or wanted to share the image with 

their partner.

There is one exception to this law. When people under 18 create 

and keep “sexually explicit” pictures or recordings featuring each 

other (alone or together) engaged in “lawful sexual activity,” 

they are legal as long as these pictures/recordings were created 

together and are only shared with one another. continued

I’m 16. I sent my boyfriend (he’s 17) a naked 
pic when we first started dating, but now 
he’s mad at me and I think he’s sent it to a 
couple of his friends to get back at me, and I’m 
worried it could get circulated even further.

If you take or share a 

naked or “sexually explicit” 

image of someone who 

is under 18 (including 

yourself ), you could be 

charged with a child 

pornography offence. 
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HAVE PEOPLE ACTUALLY BEEN CRIMINALLY CHARGED FOR THIS? 

Yes.

•	 While it is technically illegal to create a naked or “sexually explicit” 
image of yourself and share it with anybody that was not present 
when the picture was taken (for example, taking a sexy selfie and 
texting it to your partner is technically illegal if she/he was not there 
when the picture was created), no one in Canada has ever been 
charged for a child pornography offence in this situation.

•	 However, in Canada, several teens have been charged with the 
offence of distributing child pornography for posting or sending 
“sexually explicit” pictures of other people online without the 
consent of the person depicted in the picture.

•	 Most often, police will work with teens, parents and schools to 
address the non-consensual distribution of images without criminal 
repercussions. If an intimate image of you is being circulated without 
your consent, you have the right to ask for help without fear that 
you’ll be blamed yourself.

AGE OF CONSENT

UNDER 12

It is                           to have 
sexual activity with anyone, 
even if you consent to it.

AGE 12

If you are 12, you can consent 
to sexual activity with 
someone who is less than 
two years older than you.

AGE 13

If you are 13, you can consent 
to sexual activity with 
someone who is less than 
two years older than you.

AGE 14

If you are 14, you can consent 
to sexual activity with 
someone who is less than 
five years older than you.

AGE 15

If you are 15, you can consent 
to sexual activity with 
someone who is less than 
five years older than you.

AGE 16

You have reached the age 
of consent, except...
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If an intimate image of you is being 
circulated without your consent, you have 
the right to ask for help without fear that 
you’ll be blamed yourself.

UNDER 18
It is                           for someone over 18 to engage in sexual activity with someone 
under 18 where there is a relationship of authority, trust, or dependency (like a 
coach, teacher, or family member), even if the younger person consents.

continued from page 3

not lawful

you said u wouldn’t take a screen shot!!?



CYBERSTALKING

It is criminal harassment to repeatedly follow or communicate with 
someone, either directly or through another person, in a way that makes 
them feel fearful. In Canada, “harassing behaviour” includes repeated and 
unwanted communications via text, email, chat, and voicemail.

If the person knows or ought to know that their behaviour is harassing 
(because you’ve told them to stop, for example), they may be committing 
criminal harassment. Canada doesn’t have a specific stalking law, but 
criminal harassment charges can apply in cases involving stalking and 
cyberstalking.

This guy is creeping me out. We went on a date, 
but now he won’t leave me alone. I blocked him 
on Facebook, but now wherever I post he finds me 
and makes comments. He contacts my friends, and 
tries to find out where I’ll be so he can show up.

•	 REPORT IT TO YOUR SCHOOL OR EMPLOYER.  
If the harassment is happening at school, 
report it to a counselor, teacher, or 
administrator. If it is happening at work,  
report it to your boss.

•	 ASK FOR A RESTRAINING ORDER. Call the 
police if you need a restraining order (peace 
bond). There are victim service workers 
available who may also be able to help.  
See the back page for some resources.

•	 REPORT IT TO YOUR INTERNET OR CELL PHONE 
COMPANY. You can also report cyberstalking 
or other harassing communications to 
your Internet or cell phone company. Most 
companies have policies on acceptable use  
of their services, and can cancel the service  
of a customer who violates those policies. 

WHAT YOU CAN DO

•	 ASK THEM TO STOP, if you feel the person is 
not dangerous, and you feel safe doing so. 
Beyond letting them know their behaviour is 
unwelcome, it is best not to reply to harassing 
texts or emails. Every situation is different. 
Sometimes, when a stalker is confronted or 
meets with resistance, they react with violence 
or the conduct escalates. Trust your instincts: if 
you think it is unsafe to confront your stalker, 
choose a different strategy.

•	 CALL THE POLICE. If the behaviour continues 
and is making you feel scared for your physical, 
psychological, or emotional safety, call the 
police to report the problem. Record the details 
of every incident, including date, time, place, 
who was involved, and what happened. Keep 
texts, emails, voicemails, instant messages and 
social media posts, and give them to police.

Criminal harassment behaviour 
includes repeated and unwanted 
communications via text, email, 
chat, and voicemail.



WHAT LAWS COULD APPLY TO THIS SITUATION?

•	 SEXUAL EXPLOITATION. The situation described above could be 
considered sexual exploitation of youth, which is a very serious 
crime. This crime includes using the Internet to communicate with 
someone under 18 in order to sexually exploit them.

•	 INTERNET LURING. Sometimes referred to as “grooming”, 
communicating with a person under 18 online with an intention to 
eventually sexually exploit them is an offence called internet luring 
in the Criminal Code.

•	 EXTORTION. This is also known as “blackmailing” someone, and is a 
criminal offence.

•	 CRIMINAL HARASSMENT. It is also a criminal offence to threaten 
someone or to repeatedly communicate with them in a way that 
makes them feel afraid.

Justin 4:23 p.m.

I told you, I won’t show anyone

Banana 4:24 p.m.

Lol. I don’t even know yet if you 
are who you say you are.

Justin 4:25 p.m.

But I sent you MY risky pic  :(

Banana 4:25 p.m.

Well, you sent me a hot photo 
for sure. But how come my 
friends at your school don’t 
know who you are?

Justin 4:26 p.m.

I’m just shy. Except with you <3

Justin 4:29 p.m.

Just send me something then. 
A teaser. Something to dream 
about.

Justin 4:31 p.m.

Hullo?

Banana 4:33 p.m.

I’m happy to chat with you. But 
no, I’m not sending topless pics!

SEXUAL EXPLOITATION 
& INTERNET LURING

I met this guy online. He’s 24 (I’m 16). We’ve chatted 
and skyped a lot, and he’s super nice to me, tells 
me I’m beautiful. One time when we were skyping, 
he asked me to take my shirt off and I did… 
But now he wants me to do more, and is saying 
things like, if I don’t take off my clothes and do, 
like, a performance for him, he’s going to put my 
topless photo online. I don’t know what to do.



WHAT IS THE PURPOSE OF THE SEXUAL EXPLOITATION LAW?

This law exists to catch predatory adults who troll the Internet for 
vulnerable children and teens.  They usually take advantage of being 
anonymous online, and try to gain the trust of their targeted victims 
through online chats (known as “grooming”). Once they have gained the 
trust of the person, they try to convince them to engage in sexual activity 
either over the Internet or in person.

WHAT EXACTLY IS “GROOMING”?

“Grooming” might not involve anything sexual at first. Predators will often 
begin by trying to gain the trust of a young person by having conversations 
about their home life, their personal interests or other seemingly harmless 
topics. They are trying to be friendly and make the young person feel 
comfortable so that later, they can take advantage of them more easily. 
“Grooming” is considered a crime if the person is doing it in order to commit 
a sexual offence later on.

WHAT CAN YOU DO? 

If you’re in a situation like this, there is help available. Even if you feel like 
you’ve made mistakes or done things you wish you hadn’t, it’s never too late 
to get help. If you can, tell a trusted adult what’s going on, and ask for their 
support in going to the police. Police will want to know as many details as 
they can in order to find the person who’s targeting you. Save messages, 
texts, videos, etc. so police can see them, even if they’re embarrassing.

Even if you 
feel like you’ve 
made mistakes 
or done things 
you wish you 
hadn’t, it’s never 
too late to get 
help. If you can, 
tell a trusted 
adult what’s 
going on.



West Coast LEAF works to 
advance women’s equality 
and human rights through 
legal interventions, law and 
policy reform, and public legal 
education in British Columbia.

West Coast LEAF is an 
incorporated BC non-profit 
society and federally registered 
charity. It is governed by an 
elected Board of Directors and 
supported by active members, 
committed volunteers, and a 
dedicated staff.

555 – 409 Granville Street

Vancouver, BC, V6C 1T2

604.684.8772

toll free 1.866.737.7716

info@westcoastleaf.org westcoastleaf.org

DISCLAIMER This report is for the purposes 
of education and discussion only. It is not legal 
advice and it is not intended that this report 
should in any way replace legal advice from a 
qualified lawyer. Individuals with specific legal 
problems should seek advice from a lawyer. 
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RESOURCES
If you are in immediate danger, dial 9-1-1. You can 
also call 911 to report online harassment and abuse.

If the situation you’re dealing with involves things 
like threats, intimidation, or blackmail online, you can 
report it to the Canadian Centre for Child Protection at 
cybertip.ca.  
Information may be shared with police and/or child 
welfare as set out in the policies at Cybertip.ca.

Call the Kids Help Phone (1-800-668-6868) or 
www.kidshelpphone.ca. This service offers free, 
anonymous, confidential, and non-judgmental 
counselling by phone or web, 24 hours a day, 
7 days a week. For ages 20 and under.

Report Bullying BC is an anonymous and confidential 
online reporting tool for students run by the BC 
Ministry of Education. reportbullyingbc.ca

Youth in BC – Crisis Centre is an online chat 
service or phone-in service connecting 
youth with support, information and services 
daily from noon to 1a.m. youthinbc.com

VictimLink is a toll-free, confidential, 
multilingual telephone service available 
across BC and Yukon 24 hours a day, 7 
days a week. It provides information and 
referral services to all victims of crime and 
immediate crisis support to victims of family 
and sexual violence. 1-800-563-0808.

Chimo Crisis Line is a free, confidential, 
non-judgmental support available 7 days a 
week, 8 a.m. to midnight. 604-279-7070.

LEGAL ADVICE

CBA Lawyer’s Referral (30 minute consultation 
with a lawyer for $25): 604-687-3221

Access Pro Bono: 604-878-7400

UBC Law Student’s Legal Advice Program:  
604-822-5791

#CyberMisogyny facebook.com/WestCoastLEAFJOIN THE CONVERSATION

http://www.westcoastleaf.org
http://www.handsonpublications.com
http://www.cybertip.ca
http://www.reportbullyingbc.ca
http://youthinbc.com/

